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Secure Product Lifecycle
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Secure Development Lifecycle
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• Document security 
objectives

• Secure 
requirements
review

Requirements

• Threat modeling

• Secure design 
review

Design

• Developer training

• Coding standards

• Secure code 
review

• Static code 
analysis

Implementation

• Negative testing

• Known 
vulnerabilities

• Penetration testing

Testing

• Secure update 
process

• Vulnerability
management

• Security incident
response process

Deployment



Motivation

▪ Testing is an important aspect of security assessments and certification

▪ Why fuzzing?

▪ CWE Top 25 in 2022
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https://cwe.mitre.org/top25/archive/2022/2022_cwe_top25.html



What bugs can you find with fuzzing?
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https://cwe.mitre.org/top25/archive/2023/2023_top25_list.html#tableView

CWE Top 2023



What bugs can you find with fuzzing?
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CWE-193 Off-by-One Error
CWE-415 Double Free CWE-662 Improper Synchronization CWE-590 Free Memory Not on the 

Heap

CWE-823 Use of Out-of-Range Pointer 
Offset

CWE-1102 Reliance on Machine-
Dependent Data 
Representation

CWE-839 Numeric Range Comparison 
Without Minimum Check

CWE-562 Return of Stack Variable 
Address

CWE-786 Access of Memory Location 
Before Start of Buffer

CWE-195 Signed to Unsigned 
Conversion Error

CWE-131 Incorrect Calculation of 
Buffer Size

CWE-587 Assignment of a Fixed 
Address to a Pointer

CWE-680 Integer Overflow to Buffer 
Overflow

CWE-129 Improper Validation of Array 
Index

CWE-1223 Race Condition for Write-
Once Attributes

CWE-588 Attempt to Access Child of a 
Non-Structure Pointer

CWE-466 Return of Pointer Value 
Outside of Expected Range

CWE-366 Race Condition Within a 
Thread

CWE-368 Context Switching Race 
Condition

CWE-362 Signal Handler Race 
Condition

CWE-119 Improper Restriction of 
Operations Within the Bounds 
of a Memory Buffer

CWE-367 Time-of-Check Time-of-Use 
(TOCTOU) Race Condition

CWE-421 Race Condition During Access 
to Alternate Channel

CWE-1105 Insufficient Encapsulation of 
Machine-Dependent 
Functionality

CWE-758 Reliance on Undefined, 
Unspecified, or 
Implementation-Defined 
Behavior

CWE-843 Access of Resource Using 
Incompatible Type (“Type 
Confusion”)

CWE-1257 Improper Access Control 
Applied to Mirrored or 
Aliased Memory Ranges

https://www.code-intelligence.com/blog/what-bugs-can-you-find-with-fuzzing



In news
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https://www.theregister.co.uk/2017/11/07/linux_usb_security_bugs/
https://www.heise.de/security/meldung/BrokenType-Google-Tool-spuert-Font-Exploits-in-Windows-auf-4155012.html
https://latesthackingnews.com/2018/08/12/a-hacker-found-god-mode-in-some-old-x86-cpus/
https://www.zdnet.com/article/researchers-find-36-new-security-flaws-in-lte-protocol/
https://www.heise.de/security/meldung/Buero-Drucker-mit-loecheriger-Firmware-Sicherheitsniveau-wie-vor-Jahrzehnten-4490944.html
https://www.techtarget.com/searchsecurity/news/366558079/Zscaler-finds-117-Microsoft-365-bugs-via-SketchUp-3D-file-type


Heartbleed

▪ OpenSSL vulnerability (introduce 2012, disclosed 2014)
▪ Heartbeat extension

▪ Heartbeat request: Payload + length
▪ Heartbeat answer: Payload

▪ Improper input validation in the source code 
▪ → buffer over-read

▪ Memory after payload could store
▪ Session cookies, passwords
▪ Cryptographic keys, …

▪ Impact
▪ Worked in both directions!
▪ Compromised crypto keys, credentials
▪ Launch of Google Project Zero
▪ 500 million dollars

▪ AFL + ASan could have detected Heartbleed (Hanno Boeck, 2015)
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OSS-Fuzz

▪ Continuous fuzzing since 2016

▪ Identify and fix over 10,000 vulnerabilities and 36,000 bugs across 1,000 as of 
August 2023

▪ For open-source developers

▪ Free of charge
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https://bugs.chromium.org/p/oss-fuzz/issues/list?q=Type%3DBug-Security%20label%3Aclusterfuzz%20-status%3ADuplicate%2CWontFix&can=1
https://bugs.chromium.org/p/oss-fuzz/issues/list?q=Type%3DBug%20label%3Aclusterfuzz%20-status%3ADuplicate%2CWontFix&can=1
https://github.com/google/oss-fuzz/tree/master/projects


FUZZING
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Software Testing

Positive
▪ Functional testing
▪ Testing for the functional correctness

Negative
▪ Security testing
▪ Testing the robustness of a system
▪ Test with anomalous inputs to show absence of 

undesired functionality that may lead to crashes, 
exposure of protected information, etc.
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BSI: Fuzzing Primer



Fuzzing in a nutshell

▪ Part of negative testing
▪ Automated way of finding security vulnerabilities
▪ Provide invalid, unexpected, or random data as inputs
▪ Monitor the device or program under test for exceptions such as 

crashes, memory corruptions, assertion failures, etc. 
▪ Fuzzer – tool that performs fuzz testing
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xkcd | 1137



How it all began?

▪ “On a dark and stormy night …” – Miller et al. 1990

▪ Spurious characters on the line

▪ Interferences were not surprising, but that the 
spurious characters caused programs to crash 

▪ Naïve approach, but impressive:
▪ 90 programs tested, 24% crashed

▪ Key message: “on receiving unusual input, they 
might exit with minimal error messages, but they 
should not crash.”

▪ Triggered a significant area of research and 
commercial tools
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https://pixabay.com/photos/lightning-rain-storm-
thunderstorm-4702140/



History

▪ 1950s
▪ Random punch cards used to find bugs

▪ 1980s
▪ Tests with random files and command-line parameters
▪ Reliability testing of Unix programs

▪ 1990s 
▪ Barton Miller et al. coined the term “fuzz”: “… generates a stream of random characters to 

be consumed by a target program” 

▪ 2000s 
▪ Various test suites have been developed (e.g., PROTOS, SPIKE)

▪ 2005
▪ MS includes fuzzing in the Security Development Lifecycle
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https://flickr.com/photos/93001633@N00/5151286161

https://www.microsoft.com/en-us/securityengineering/sdl/practices/security-testing


CONCEPT OF FUZZING
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Input Creation

▪ Categorization based on how input is created:

▪ Mutation-based

▪ Generation-based
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Input Creation

Random

▪ Simple, but most input data will fail 
to penetrate the target code

▪ Probability for generating a “mostly” 
correct test case is very low

▪ Basic input validation checks will 
reject inputs

▪ Version numbers

▪ Checksums
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Input Creation

Template or mutation-based
▪ Modify valid inputs to create test cases
▪ Corpus might be produced by human or automated
▪ Problems

▪ Protocols with integrity validation (checksums) 
▪ Stateful protocols (session IDs)
▪ Encrypted protocols

▪ Example: Radamsa
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Input Creation

Generation-based
▪ Generate input from scratch

▪ Require TOE data knowledge:
▪ Use specification, grammar, valid corpus

▪ Understand protocol, file format, API, … 

▪ Rules: structure and type of packet/message

▪ Rules are known and can be broken

▪ Protocol inference (proprietary protocols): 
▪ NW traces and reverse engineering
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Monitoring

▪ Improved error-detection capabilities

▪ Crashes, hangs, data races, or non-termination

▪ AddressSanitizers, DataFlowSanitizer, 
ThreadSanitizer, LeakSanitizer, …

▪ Drawbacks

• Performance and memory overhead

• Recompile code
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Feedback

▪ Categorization based on TOE knowledge/feedback:

▪ Blackbox

▪ Greybox

▪ Whitebox
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Feedback

Blackbox
No TOE knowledge

No to minimal feedback

Number of crashes/bugs found

Time spent
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Feedback

Whitebox
Full TOE access

Data created based on info analysing the internals of the TOE and the 
information gathered when executing the TOE

Approaches:

Concolic execution (concrete + symbolic)

Taint analysis
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Feedback

Greybox
Grey-box fuzzing is a variant of white-box fuzzing that can only obtain some 
partial information from each fuzz run

Program instrumentation to get lightweight feedback

Approaches:

Lightweight static analysis and code coverage

Branch/Node Coverage
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Triage

▪ Crashes are (typically) analyzed manually

▪ Triage 

▪ Deduplication (pruning test cases triggering the 
same bug)

▪ Test case minimization (reduce the size of the 
input)
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https://pixabay.com/illustrations/ai-generated-man-magnifying-
glass-8583124/



Categorization

▪ Input creation:

▪ Mutational

▪ Generational

▪ Information they have about the 
TOE/feedback:

▪ Blackbox

▪ Greybox

▪ Whitebox
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ADVANTAGES OF FUZZING
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Advantages

▪ Automatic discovery

▪ Fast

▪ (Usually) Low effort

▪ Proof of crash/unexpected behaviour

▪ Covers edge cases

▪ Interesting inputs due to randomness

▪ Various bug types

▪ Highly effective
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COMPLEXITY & CHALLENGES OF FUZZING
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Challenges

▪ Fuzzing Success?
▪ How can we assess residual security risk if the fuzzing 

campaign was unsuccessful?

▪ What is the time budget?

▪ How to evaluate fuzzers?

▪ Various Targets: 
▪ Different TOE Types (file, network, UI, web, kernel I/O, or 

multi-threaded)

▪ Stateful fuzzing

▪ Usability

▪ …
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https://pixabay.com/illustrations/climbing-climber-ice-
pick-rope-4514507/



Challenges: Software Fuzzing

▪ Input creation: balance between
▪ Exploring new paths (control flows), and

▪ Executing the same path with different input (data flow)

▪ Efficient mutation operators

▪ Kernel fuzzing
▪ Crashes bring the whole system

▪ Protocol fuzzing
▪ Proprietary protocols

▪ Great deal of work to understand the specification
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Challenges: Hardware Fuzzing

▪ SW fuzzing relies on the detection of crashes, 
but on IoT devices memory corruptions are less visible

▪ Bug oracles: Must be even more sophisticated 
▪ Liveness checks

▪ Complex protocols (USB) and various interfaces (wired, wireless)

▪ Performance

▪ Resetting a device after a crash

▪ Instrumentation support for platform limited
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Protocol Inference

▪ Protocol necessary for generation-based fuzzers

▪ Challenge
▪ IoT, embedded, and industrial network devices with proprietary protocols

▪ Reading and analyzing specifications or 
reverse engineering NW traces is time consuming

▪ Machine learning approaches to infer protocol grammar (research topic)
▪ Corpus of real messages

▪ Learn protocol grammar

▪ Generate test cases
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FUZZING TOOLS/FRAMEWORKS
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https://fuzzing-survey.org/

https://fuzzing-survey.org/


Open Source

▪ OSS-Fuzz

▪ american fuzzy lop

▪ Radamsa - a flock of fuzzers

▪ APIFuzzer - fuzz test without coding

▪ Jazzer - fuzzing for the JVM

▪ ForAllSecure Mayhem for API

▪ Sulley Fuzzing Framework

▪ boofuzz

▪ Bfuzz

▪ FuzzDB

▪ Ffuf

▪ go-fuzz
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https://github.com/google/oss-fuzz
https://en.wikipedia.org/wiki/American_fuzzy_lop_%28fuzzer%29
https://gitlab.com/akihe/radamsa
https://pypi.org/project/APIFuzzer/
https://github.com/CodeIntelligenceTesting/jazzer
https://forallsecure.com/mayhem-for-api
https://github.com/OpenRCE/sulley
https://github.com/jtpereyda/boofuzz
https://github.com/RootUp/BFuzz
https://github.com/fuzzdb-project/fuzzdb
https://github.com/ffuf/ffuf
https://github.com/dvyukov/go-fuzz


FUZZING IN STANDARDS
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Fuzzing in Standards

▪ UL2900-1 and UL2900-2-1: Healthcare and Wellness Systems - Software Cybersecurity 
for Network-Connectable Products

▪ Malformed input testing
▪ “The product shall continue to operate as intended when subject to invalid or unexpected inputs

on its external interfaces …”

▪ Consider
▪ File inputs
▪ Remote interfaces
▪ Supported protocols

▪ Approach
▪ Generational malformed input tools for specific protocols 

• > 1 Mio unique / independent tests cases or 8 hours

▪ Template malformed input testing may be used (proprietary protocols)
• > 5 Mio unique / independent test cases or 8 hours
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https://www.shopulstandards.com/ProductDetail.aspx?productId=UL2900-1_1_S_20170705
https://www.shopulstandards.com/ProductDetail.aspx?UniqueKey=33295


Fuzzing in Standards

▪ Common Criteria 
▪ Attacks based on forcing the TOE to cope with unusual or unexpected circumstances should 

always be considered. 

▪ DIN SPEC 27027 (Mindestanforderungen an IoT-fähige Geräte)
▪ It is recommended that IT-security implementations of IoT-devices are tested by means of 

fuzzing.

▪ IEC 62443: Security for Industrial Automation and Control Systems
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Medical Standards

▪ MDCG 2019-16 Guidance on Cybersecurity for medical devices

▪ Cybersecurity in Medical Devices: Quality System Considerations and 
Content of Premarket Submissions by the U.S. Food and Drug 
Administration (FDA)

▪ IEC 81001-5-1 Health software and health IT systems safety, effectiveness 
and security. Part 5-1: Security — Activities in the product life cycle.

▪ AAMI TIR 57:2016 Principles For Medical Device Security - Risk 
Management
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https://www.code-intelligence.com/what-is-fuzz-testing

https://ec.europa.eu/docsroom/documents/41863


Road Vehicle Standards

▪ SO 26262 Road vehicles – Functional Safety

▪ UNECE WP.29 United Nations World Forum for Harmonization of Vehicle 
Regulations

▪ Automotive SPICE for Cybersecurity Guidelines

▪ ISO/SAE 21434 Road Vehicles — Cybersecurity Engineering
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https://www.code-intelligence.com/what-is-fuzz-testing

https://www.iso.org/standard/43464.html
https://en.wikipedia.org/wiki/World_Forum_for_Harmonization_of_Vehicle_Regulations
https://webshop.vda.de/QMC/de/automotive-spice-for-cybersecurity_1st-edit-2021
https://www.iso.org/standard/70918.html


Even more standards

▪ ISO/IEC/IEEE 29119 Software and Systems Engineering - Software Testing

▪ ISO/IEC 12207 Systems and Software Engineering – Software Life Cycle 
Processes

▪ ISO 27001 Information Technology – Security Techniques – Information Security 
Management Systems

▪ IT-Grundschutz (Germany) Based on ISO 27001

▪ ISO 22301 Security and Resilience — Business Continuity Management Systems

▪ NIST Guidelines on Minimum Standards for Developer Verification of Software

▪ NIST SP 800-95 Web Services — standard for software testing (USA) and others

▪ SA-11: Developer Security Testing And Evaluation
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https://www.code-intelligence.com/what-is-fuzz-testing

https://www.iso.org/standard/45142.html
https://www.iso.org/standard/63712.html
https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Grundschutz/Kompendium/IT_Grundschutz_Kompendium_Edition2019.pdf;jsessionid=5528868285D64D77B3F1896EBBEB65B7.1_cid369?__blob=publicationFile&v=5
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Grundschutz/International/bsi_it_gs_comp_2021.html
https://www.iso.org/standard/75106.html
https://nvlpubs.nist.gov/nistpubs/ir/2021/NIST.IR.8397.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-95.pdf
https://csf.tools/reference/nist-sp-800-53/r4/sa/sa-11/sa-11-8/


CONCLUSIONS
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Conclusions

▪ Fuzzing verifies code that processes input at trust boundaries

▪ Naïve approach (large input space), but effective 

▪ Open challenges
▪ Monitoring and bug oracle (fault or error detection)

▪ HW fuzzing

▪ Protocol inference

▪ …

▪ Standards require “fuzz testing”, and “reliability testing”

▪ Should also be done during development
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